
 

MICHELIN GROUP PRIVACY POLICY 

 

Summary 

The Michelin Group is committed to protecting your personal information and to being clear and transparent about 
what information it collects and the way it uses such information.   

This policy explains the way we process personal information that we collect or that you provide to us when you use 
our secured ethics line (the « Ethics Line ») whether through this internet site (the « Site ») or by phone (the « Phone 
line »). 

Please read carefully the policy below to understand our vision and our practices concerning your personal information 
and the manner in which we will treat such personal information. 

1. Who are we and how can you contact us? 
2. What information are we likely to collect from you? 
3. Where do we store your personal information? 
4. The sharing of your personal information 
5. International transfers of personal information 
6. The period during which we will be keeping your personal information 
7. Your rights under data protection law 
8. Your recourses if you are not satisfied by the way we use your information 
9. About data Security 
10. Changes to our Privacy Policy 

 
1. Who are we and how can you contact us? 

Within the Michelin Group, to process an alert, personal data can be collected and processed. 

These data will only be processed by authorized persons.  It can be accessed for example, by authorized employees of 
our Group security department and by authorized employees of the Michelin local entity where the employee or 
external person (client employee, supplier, partner, etc.) making the alert is employed or located.  

Each Michelin Group local entity concerned by the alert, acts as data controller.  

Each entity of the Michelin Group will process personal data for the purpose described in this policy.  In this document, 
the term « Michelin » means this entity.  

For more information on the way personal data are collected and processed by the Michelin Group, you can send a 
request to: corporate.security@michelin.com 

All of the employees of the Michelin Group are dedicated to protecting and respecting your privacy.   In addition, we 
have appointed data protection officers and services in charge of data protection, and they are all responsible for all 
aspects related to personal data at Michelin.  



Our security department will transfer your request to the data protection service of your country. You can address 
your request to: corporate.security@michelin.com 

 
2.  The information that we are likely to collect about you 

This section deals with : 

- The way we collect your personal information 
- The categories of data that we collect 
- The way that we foresee using the information that we collect 
- The legal basis on which we will rely to process the collected information 
- The data retention period of the collected information 

 
• Service provider : 

The protection of whistleblowers (hereinafter referred to as the “Reporter”) is a fundamental concern of the Michelin 
Group which has selected the « Ethics Point » secured platform offered by NAVEX Global, Inc. to host and process all 
of the information relating to alerts. This platform guarantees the encryption and storing of data confidentially on an 
external server that is not connected to any Michelin Group information systems.  

• Collected data : 

 The Site and the Phone line allow the communication of alerts anonymously or with identification of the Reporter.  

 When a person identifies himself when communicating an alert, Michelin is likely to collect and store the detailed 
information described below.  

When preparing an alert report, the Reporter may communicate to Michelin personal data that concerns the Reporter 
himself and personal data relating to the person or persons involved in the alert report.   

Finally, during the processing of an alert, Michelin may also collect data concerning persons likely to provide necessary 
information for the treatment of the alert (these persons may or may not have been identified by the Reporter). 

 The types of personal data that can be collected and processed include namely: 

-  The identity, function and contact details of the Reporter, 
-  The identity, function and contact details of the person(s) involved in the alert, 
-  And all other information communicated voluntarily by the Reporter or resulting from the processing of the 

alert.  

Please do not provide sensitive data unless this information is essential to your alert.  

•  Purpose and legal basis : 

 Personal data are collected and processed for the purpose of assessing the admissibility of an alert, to verify the facts 
and to take the appropriate measures when necessary.  They also allow the Michelin Group to comply with its legal 
obligations and to protect legitimate interests (respect of the law and of the ethics and other policies of the Michelin 
Group).  

• Data retention period : 

Personal data relating to an alert that is considered by the data controller of such alert to be outside the scope of the 
Ethics Line shall be deleted or anonymized without delay.  



When no follow up action is taken with respect to an alert that falls within the scope of the Ethics Line, personal data 
relating to such alert are deleted or anonymized by the authorized persons, within a delay of two months from the 
closing of the investigation.  

When a disciplinary or legal proceeding is initiated against the person targeted or implicated by the alert or against 
the author of an abusive alert, the personal data may be retained by authorized persons until the end of the proceeding 
or the statute of limitation period of the recourse against the decision. At the end of this period, personal data shall 
be anonymized or deleted.  

Personal data may be retained for a longer period, in intermediary archiving, if the responsible for the processing has 
a legal obligation to retain the data (for example to respond to accounting, labor or tax obligations). 

 Minors and personal information 

This Site is not intended for minors and we do not intentionally collect information regarding minors. If we realize that 
we hold any information concerning a minor under the age of 15 years old, we will take all necessary actions to comply 
with applicable data protection regulation including, if necessary, deleting this information. If you have learned that 
your minor child has provided to us personal information without your approval, please contact us as soon as possible 
at corporate.security@michelin.com so that we can take the appropriate measures.  

3.  Where do we store your personal information? 

All the information that you provide us is stored with our service provider NAVEX Global, Inc on secured servers located 
in the United States of America. 

4.  The sharing of personal information 

Your personal information shall be transferred only to persons who need to have knowledge of this information to 
carry out their mission.  

 We are likely to share your personal data in the following manner: 

•  Within the Michelin Group 

The persons that can access the personal data communicated or collected are persons authorized to receive and/or 
process an alert or take the appropriate measures.  

These persons are bound by a strict non-disclosure obligation.  

•  To Michelin’s service provider 

NAVEX Global, Inc, our external service provider, will also be able to access the personal data communicated or 
collected. This service provider is bound contractually to protect the confidentiality and security of the personal data 
that is received and to process the personal data only upon our instructions.  

•  To third parties for legal grounds 

If we are obliged to disclose or share your personal information to comply with a legal requirement or to protect our 
rights, our assets or the security of the Michelin Group, its customers or others, then, to the extent necessary, we can 
communicate your personal information to external counsel that would be bound by a confidentiality obligation.   

5. International transfers of personal data 

Michelin is an international group and may need to transfer your personal data within the group to a Michelin entity 
or to our service provider, NAVEX Global, located in the United States of America.  
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Given that the level of data protection may vary depending on the country, we will transfer your personal data only to 
the entities within the Michelin Group or third party entities that offer the same level of personal data protection as 
the Michelin Group.  

For the transfers within the Michelin Group, Michelin has adopted internal rules that govern personal data transfers 
originating from the European Economic Area (EEA). By clicking on « Binding Corporate Rules », you will find details of 
these rules. 

In cases of transfers to our service provider NAVEX Global, Inc outside of the European Economic Area, Michelin has 
put in place mechanisms recognized by applicable regulation to guarantee an adequate level of protection of your 
data.  

6.  The period during which we will retain your personal information 

By default, we will not retain your personal information for a period exceeding what is necessary  to fulfil the 
purpose(s) for which it has been collected, including for the purpose of satisfying a legal, accounting or reporting 
requirement. To obtain specific information on the duration of retention of your personal information, we refer you 
to paragraph 2 of this policy.  

In certain circumstances, you can ask us to delete your data: See below for “your right to delete your information”.  

In certain circumstances, we can anonymize your personal data (so that it will no longer be associated with you) for 
reasons of research or statistics.  

7.  The rights that are granted to you pursuant to the data protection regulation 

 In certain countries, namely those within the European Union, the data protection regulation allows you to have 
certain rights concerning the processing of your information. These rights are the following: 

-  The right to be informed 
-  The right to access your information 
-  The right to correct your information 
-  The right to delete your information 
-  The right to limit the processing 
-  The right to decide the fate of your data following your death 

 
•  The right to be informed 

You have the right to be informed on the way we collect and process your personal information, including who we are, 
how we use your personal information and your rights in connection with your personal information. We have 
gathered all the necessary information in this policy in terms of respect of your privacy.  

•  The right to access your information 

You have the right to access the personal information that we hold on you. We can confirm if your information has 
been processed or not and grant you access to your personal information.  

•  The right to correct your information 

If your personal information is inaccurate or incomplete, you are authorized to have it corrected and updated.  If we 
have disclosed your personal information to third parties, we shall, if at all possible, inform them of any update that 
you have communicated to us. You can update your personal information that we hold by contacting us through the 
contact modes described in this policy.  

 

https://www.michelin.com/documents/regles-internes-de-michelin/#_ga=2.117594889.1819934273.1600710308-1625003754.1600710308


 

• The right to delete your information 

You have the right to request the deletion or removal of your personal information if we have no reason to continue 
to process such information. The circumstances where you can invoke this right to be forgotten include situations 
where the information is no longer necessary for the objective for which it has initially been collected or processed 
and situations where you have withdrawn your consent to processing.  

In very limited circumstances, your right to be forgotten does not apply. If you want to know more on this subject, do 
not hesitate to contact us.  

•  The right to restrict the processing 

You have the right to « block » or prevent the processing of your personal information. If you request us to « block » 
your personal information, we will interrupt the processing.  

• The right to decide the fate of your data following your death 

In France, you also have the right to tell us what you want us to do with your data after your death. We will record it 
and, if we learn that such event has occurred, we will follow your instructions.  

• For more information on your rights 

 You will find more information on your rights regarding the protection of your data with your local data protection 
authority.  

8.  The recourses that you have if you are not satisfied 

We are dedicated to protecting and respecting your privacy. However, if you are not satisfied with the way we collect 
or process your information, or if you simply wish to have more information about your rights, you can contact us by 
sending an email at corporate.security@michelin.com. We will try to resolve with you any problem that you may 
encounter and to respond to all your questions as soon as possible.  

9. About data Security 

Michelin has implemented measures to protect the confidentiality, security and integrity of your personal data.  Access 
to personal data is limited to employees and service providers that need to know this information and that have been 
trained to comply with rules concerning confidentiality. 

Michelin undertakes that your personal data shall not be altered or damaged and that access to such personal data 
shall not be granted to non authorized third parties.   

10.  Changes to our Privacy Policy 

From time to time, we can adopt amendments to our policy. Any future amendment to this policy shall be published 
on the Site. 

 

Date: 2020-10-06 
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