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Staff Code of Eth ics  and Business Conduct Policy 

The Internet Society (ISOC or Company) is a 501(c)(3) non-profit organization 
dedicated to promoting the open development, evolution, and use of the Internet 
for the benefit of all people throughout the world.   

The Internet Society’s Staff Code of Ethics and Business Conduct (Code of Ethics) is 
a demonstration of our commitment to the highest ethical standards, to complying 
with all applicable laws and to maintaining a reputation as a respected corporate 
citizen.  ISOC recognizes the people who work to help Internet Society achieve its 
mission and vision, define the organization.  

The principles embodied by this Code of Ethics, apply to and are practiced by all 
Internet Society employees, whether full-time or part-time, contractors, 
consultants, advisors, temporary help and interns, (collectively referred to as “staff”) 
around the globe, in order to promote an atmosphere of trust, integrity and honesty 
in all professional interactions and should be considered inviolable. ISOC’s Ethics 
Committee is charged with overseeing the administration and enforcement of this 
Code. 

Any staff member who has questions about, or suspects a violation of, ISOC’s Code is 
encouraged to contact their manager or the various Code Contacts set forth below.  
These policies will be strictly enforced and any staff member who violates these 
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standards will be subject to appropriate disciplinary action by ISOC including termination 
of employment, where appropriate. 

By consistently applying ISOC’s high ethical standards to all of our business 
relationships, we will continue to support a work environment and atmosphere that 
is conducive to individual and ISOC success. 

This Code is not a comprehensive guide of all ethical issues that staff may face, but 
merely highlights specific issues.  In dealing with ethical issues not detailed in this 
Code, staff should contact their manager or Human Resources. 

1 .0 Personal  and Professiona l Integri ty 

All staff of Internet Society act with honesty, integrity and openness whenever they 
represent the organization.  ISOC promotes a working environment that values 
respect, fairness and integrity.  

We operate our business under a wide range of competitive situations, subject to a 
variety of laws, regulations, and cultures.  To continue to be successful, ISOC must 
constantly seek and implement flexible and innovative ways to achieve our 
business objectives. Yet, within this environment, we must be unwavering in our 
commitment to perform in a manner that is in keeping with high ethical standards. 
We recognize this balance is critical to maintaining our valuable reputation and, in 
turn, our long-term success. 

2.0 Legal Compl iance 

Internet Society staff will comply with all prevailing and applicable laws, regulations 
and standards of government agencies and authorities, in keeping with the highest 
legal and ethical principles. Some of the laws are discussed below. If law exists that 
is either contradictory or stricter than this policy, staff must apply the stricter of the 
two. 

Competitive Intelligence – ISOC requires all staff to comply with all applicable laws 
in acquiring competitive intelligence. Staff members should immediately notify their 
manager whenever the staff member believes he/she has received information that 
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the staff member believes may be confidential or proprietary to another 
organization.   

Foreign Corrupt Practices Act – This law prohibits ISOC, its directors, officers, staff, 
and agents from directly or indirectly making an offer, payment or promise to pay 
anything of value, or to authorize or approve such acts, to a foreign official, foreign 
political party, candidate for foreign political office or their family members, with 
reason to know the purpose of such offer, payment or promise is to influence any 
act or decision of a foreign official in his/her official capacity or to induce a foreign 
official to use his/her influence with a foreign government in order to assist ISOC in 
obtaining or retaining business or directing business to any person. As further 
explained in Section 7.0. 

3 .0 Inclusiveness and Divers ity 

Internet Society is committed to inclusiveness and diversity in its staff and takes 
meaningful steps to promote these principles in its hiring, retention, promotion, 
board recruitment and constituencies served.  ISOC is an equal opportunity 
employer and does not allow discrimination in employment practices on the basis 
of protected personal characteristics.  Additionally, ISOC strives to foster a work 
environment free of discrimination, intimidation or insult.  ISOC has zero-tolerance 
for conduct that constitutes harassment or discrimination in the workplace. 

By building open, inclusive, discrimination-free and harassment-free work 
environments, we seek to leverage our global team, which is rich in diversity of 
location, cultural backgrounds, talents and ideas.  ISOC strives to ensure 
transparency and endeavors to create an environment that provides all staff 
members with equal access to information, development and opportunity.   

4.0 Confl ict of  Interest 

The ISOC Conflict of Interest Policy, which is located in BambooHR, is intended to 
supplement, but not replace, laws governing conflicts of interest applicable to 
nonprofit corporations or trusts.  This policy applies to all members of Internet 
Society staff. Staff members are expected to act in the Internet Society’s best 



Staff Code of Ethics and Business Conduct Policy 
Effective 2 February 2015 

Updated January 10, 2017 Page 4 of 15 

interest at all times and to exercise sound judgment unclouded by personal 
interests or divided loyalties. 

ISOC strives to encourage and promote objectivity in business decision-making. 
Avoiding conflicts of interest is critical to maintaining integrity and honesty in the 
way ISOC conducts its business.   

ISOC makes it a priority that all actual or potential conflicts of interest be identified 
in advance, properly evaluated and disclosed to appropriate individuals, and that 
mitigation plans, as necessary and appropriate, are properly documented and 
implemented.  ISOC as an organization strives to comply with laws, rules and 
regulations pertaining to organizational conflicts of interest.   

ISOC staff members have a duty of loyalty to the organization and are expected to 
make business decisions with ISOC’s best interests in mind, and to exercise business 
judgment independent of external influences such as personal financial interests, 
external business relationships, outside employment, and familial relationships. 
Potential conflicts of interest can arise, at least in the following circumstances, 
when an ISOC staff member: 

• Accepts gifts from a potential business partner; 
• Accepts additional employment by another company; 
• Has a financial interest in a business partner; 
• Places business with any firm in which the staff member or an 

immediate family member of a staff member has a financial interest 

Outside Employment – Staff members must provide advance notice to, and receive 
written approval from, Human Resources if they seek or obtain or continue any full 
or part-time employment opportunities with entities other than ISOC, including any 
self-employment opportunities.  ISOC’s Human Resources Department will not grant 
such approval if the outside employment is deemed to interfere, in management’s 
judgment, with the staff member’s position at ISOC, or otherwise creates a 
potential organizational conflict of interest.   

Outside Business – Staff cannot conduct the business of any outside employment, 
even if approved by ISOC pursuant to the foregoing paragraph, during their work 
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time at ISOC.  Further, ISOC assets, including email, voice mail, fax, computers, 
copiers, and the like cannot be used in furtherance of non-ISOC business. 

Outside Directorships – Staff members who wish to serve or continue to serve on 
the board of directors or trustees of any organization, for-profit or not-for-profit, 
must disclose their plans to Human Resources so ISOC management can make a 
determination whether such a position is in conflict with employment at ISOC.   

Financial Interest in ISOC’s Business Partners – Staff members must disclose to 
Human Resources any direct or indirect (via family members) financial interest in 
ISOC’s business partners. For purposes of this paragraph, “financial interest” is, the 
lesser of an ownership interest of greater than 5% or $25,000 in the entity at issue. 

Financial Interest in Other Organizations – The objectivity of ISOC and ISOC’s staff 
is paramount.  For this and other reasons, ISOC endeavors to avoid any 
organizational or personal conflicts of interest.  ISOC also endeavors to avoid 
situations where a staff member’s objectivity may be questioned.  Integral to this 
effort is that staff self-report to ISOC any direct or indirect financial interest in any 
other organization where such interest might create a conflict either for ISOC or for 
the staff member. 

Corporate Opportunities – ISOC prohibits staff members from using Company 
property, information, resources or position for personal gain or to compete with 
the Company in any way.  ISOC also prohibits staff members from taking or 
diverting to any third party any business opportunity that is discovered through the 
use of any of ISOC’s property, information, or resources. 

For more information, see the Conflicts of Interest Policy is located in BambooHR. 

5.0 Credit Card Usage 

Internet Society will issue corporate credit cards to certain staff members where 
the nature of their job requires such use.  The use of corporate credit cards is a 
privilege, which ISOC may withdraw for any reason, including in the event of abuse. 
Internet Society’s Credit Card Usage Policy and Procedure, which is located in 
BambooHR, has been established to ensure corporate credit cards are used for 
appropriate purposes and adequate controls are established for their usage.  
Updated January 10, 2017  Page 5 of 15 
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Violations of the established policy will result in disciplinary action, up to and 
possibly including termination of employment, depending on the severity of the 
offense.  

6.0 Gi ft Policy 

Integrity and accountability can be compromised if one accepts (or receives) 
personal gifts from outside parties; vendors, potential vendors, members or any 
other outside individual or organization.  Therefore, Internet Society has a policy for 
staff not to accept personal gifts of goods or services except under limited 
circumstances. 

A “Gift” refers to the transfer of any item of value including goods and services 
without compensation.  The exchange of gifts of ‘nominal value’ (less than $25.00) is 
acceptable as long as it is in accordance with generally accepted, local customs, 
traditions and laws and they are reasonable in value.  Frequent gifts from the same 
party, including those below the $25.00 threshold, may be considered a potential 
conflict of interest.  Gifts of cash, cash vouchers, certificates with a set negotiable 
value or other cash equivalents are never acceptable. 

The following examples of allowable gifts should assist staff in making decisions 
regarding gifts: 

• Gifts of nominal value given during the Holiday season or other special
occasions, which represent expressions of friendship.

• Reasonable entertainment at lunch, dinner or business meetings with
members is permitted.  Entertainment in any form that would likely result in
a feeling or expectation of personal obligation should not be extended or
accepted.

• Acceptance of invitations to widely attended events is permitted.  As noted
above a heightened level of scrutiny should be utilized to ensure there is no
appearance of impropriety. For purposes of this Code, the term “widely-
attended event” is defined as either an event open to individuals from
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throughout a particular industry or profession, or those in attendance 
represent a range of persons from the general population. 

Awards may be accepted for meritorious contributions or service if they are of 
nominal value.  Gifts should never be used to obligate, or appear to obligate, the 
recipient.  ISOC staff may never seek or request gifts, or personal preferential 
treatment in any matter, from any person or organization.   

Giving and receiving gifts based on existing personal friendships are excluded from 
this Code as long as they do not obligate, or appear to obligate, either party in 
regards to any Internet Society activity. 

If a staff member has any questions about whether giving or receiving a gift is 
acceptable under this policy, they are asked to speak with their manager or contact 
Human Resources for assistance. 

7.0 Ant i-Bribery and Corruption (ABC) Pol icy  

Internet Society is committed to conducting its business ethically in every country 
in which we do business, as well as complying with all applicable, U.S. and local 
laws.  This includes, but is not limited to compliance with anti-bribery and 
corruption (ABC) laws such as the U.S. Foreign Corrupt Practices Act (FCPA) and UK 
Bribery Act 2010. Internet Society’s ABC Policy is established to provide a clear 
understanding to, and compliance guidance for, all staff on this commitment and 
practice. 

Corruption is any abuse of power for private gain; while bribery is an act of giving 
money or gift giving that alters the behavior of the recipient.  Although the nature 
and scope of corruption and bribery may differ from country to country, the 
Internet Society has a strict anti-bribery and corruption policy, which needs to be 
adhered to globally.  ISOC has a zero-tolerance approach toward bribery and 
corruption, both of which are criminal offenses.   

ISOC staff and others working on its behalf may not offer, promise or give a bribe to 
anyone, and may not request agree to accept or take a bribe from anyone.   
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The following list will assist staff in recognizing bribery and corruption so they may 
remain in compliance. 

A bribe could involve: 
• the direct or indirect payment, offer, authorization or promise to pay money

or anything of value
• the offer or receipt of any kickback, loan, fee, commission, reward or other

advantage
• the giving of contributions or donations designed or stipulated to influence

the recipient to act in the giver’s favor

The purpose of a bribe is often to obtain, retain or “facilitate” business, where the 
person receiving the bribe is, or may be, in a position to secure/provide that kind of 
business advantage to the party offering the bribe.  Additional purposes of bribes 
are to influence any act or decision of the person receiving the bribe, inducing such 
person to do or omit any action in violation of his lawful duty, or to induce such 
person to use his influence to affect an official act or decision. 

The party offering a bribe might be: 
• A staff member, officer or director
• Any person acting on behalf of Internet Society (e.g., third parties)
• Individuals and/or organizations representing ISOC that authorize someone

else to carry out these acts

And the recipient of a bribe could (but not always) be a government official.  For 
the purposes of this policy, a government official could be any of the following or 
their relatives:  

• a public official, whether foreign or domestic
• a political candidate or party official
• a representative of a government-owned/controlled organization
• an employee of a public international organization or non-governmental

organization
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As third party individuals or organizations acting on behalf of or representing ISOC 
can expose the organization to liability under ABC laws, it is imperative that proper 
due diligence is undertaken prior to establishing or renewing contracts/agreements. 
If required, certain provisions should be included in the contract regarding 
compliance with appropriate laws, particularly in the case where the third party will 
be dealing with government officials. 

According to the U.K. Bribery Act 2010, a facilitation payment is a type of bribe and 
should be seen as such.  A common example of a facilitation payment is where a 
government official is given money or goods to perform (or speed up performance 
of) an existing duty. Facilitation payments are illegal under the UK Bribery Act 2010 
and the laws of many other countries, regardless of their size or frequency and are 
against Internet Society policy.  No ISOC staff member may willingly offer to make, 
or make a facilitation payment.

8 .0 Confidential ity  and Propr ietary  Information  

Respecting the privacy of our donors, members, staff and board and the Internet 
Society itself is a basic value of ISOC.  Therefore, staff members of Internet Society 
are expected to maintain and protect confidential and proprietary information from 
unauthorized disclosure. Information, which is not publicly available should be 
treated as confidential and not be disclosed to third parties.  

Internet Society possesses, whether marked as confidential or capable of being 
reasonably understood as confidential, information (in written or electronic form, or 
communicated orally) that has been created, developed or disclosed to the 
organization’s staff and board under the obligation of confidentiality.  Examples of 
“Confidential Information” include ISOC operating plans, strategy plans, marketing 
and service plans, financial data, member and prospect data, company reports, 
contracts, personnel data and salary information and estimating cost structures and 
related information.

ISOC staff are required, during and after their employment or affiliation with 

Internet Society, to keep such information obtained or developed while employed 

by ISOC in strictest confidence. 
Updated January 10, 2017  Page 9 of 15 
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Nothing in Internet Society’s policy on Confidential Information is intended to 
restrict or limit in any way staff member’s rights to discuss terms and conditions of 
their employment with each other or with third parties.  Internet Society’s policy is 
intended to protect Confidential Information, including confidential personnel 
information, from disclosure. 

Upon termination of employment, or earlier, if requested to do so by ISOC, 
regardless of the timing, reasons, or circumstances of the termination, staff 
members must deliver to ISOC all materials, documents and other tangible or 
intangible storage media containing any form of Confidential Information, whether 
located on ISOC’s premises or elsewhere.  The terminating staff member will be 
required to make an assertion stating all ISOC Confidential information has been 
removed from their personal devices. 

If a staff member has any questions about handling and protection of confidential 
and proprietary information, they are asked to speak with their manager or contact 
Human Resources for assistance. 

9.0 Report ing Violations of  the Code  

All ISOC staff members have a duty to ISOC to report any alleged violations of this 
Code.  When an ISOC staff member fails to comply with the laws, rules and 
regulations that govern ISOC’s business ethics or this Code or fails to report such 
conduct, that person’s actions have consequences for ISOC and the individual.  You 
are encouraged to talk to your supervisor as well as any of the contacts referenced 
below about any such illegal or unethical behavior or when in doubt about the best 
course of action in a particular situation. 

If you know, or reasonably believe, that criminal conduct or a violation of this Code 
has occurred, or is about to occur, and do not promptly report it, you may be 
subject to disciplinary action, up to and including termination of employment. 
There is no circumstance in which criminal conduct by an ISOC staff member will be 
considered to be within the scope of their service, employment or authority.  The 
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distinction between criminal conduct and conduct that may violate a civil statue is 
not always clear; therefore, if you know of any act or activity that violates, or 
appears to violate, any law, rule, regulation or provision of this Code, you must 
report it. 

This section of the Code includes, but is not limited to compliance with the United 
States Whistleblower’s Protection Act of 1989, United Kingdom’s Public Interest 
Disclosures Act of 1998, Whistleblower’s Protection Act of 2001 of Victoria, Australia 
and the Whistleblower’s Protection Act of 1994 of Queensland, Australia. This 
reporting mechanism is established to provide a clear understanding to, and 
compliance guidance for, all staff on this process. 

ISOC staff members should immediately report any matter that they believe 
constitutes an actual or potential breach of this Code.  The following individuals 
collectively comprise the ISOC Ethics Committee and are available to answer 
questions about the Code and to receive reports of actual or potential Code 
violations.   

- President and CEO
- Chief Financial Officer
- Human Resources

The Ethics Committee will hold your identity and any report you may submit in 
strict confidence on a “business needs to know basis.”  However, the absolute 
confidentiality of the person cannot be guaranteed and ISOC assumes no liability 
for the subsequent release of the identity of the individual(s) making such report.  

Another avenue for reporting criminal conduct or a serious breach of the Staff Code 
of Ethics is through contact with National Hotline Service.  The report can be made 
anonymously or openly via a web-based incident report 
(https://internetsociety.alertline.com) or by phone call to 800-826-6762 (English) or 
800-297-8592 (Spanish), which is manned 24 hours a day seven days a week.  Callers
to the hotline will have the ability to remain anonymous if they choose. NAVEX
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Global has confirmed they do not record caller id or IP address of the individual 
filing the report. 

At the time a complaint is filed through the hotline service, a secure report of the 
complaint will be sent to the Board Chair, Audit Committee Chair and Ethics 
Committee.  Once the Ethics Committee has investigated the complaint, the Board 
Chair and the Audit Committee Chair will receive a report on any actions taken.  

Should a complaint be made against a member of the Ethics Committee the report 
will only go to the Board Chair and Audit Committee Chair and it will be their 
responsibility to determine how to have the complaint investigated. 

Should a complaint be made against either the Board Chair or Audit Committee 
Chair, the Chair not named in the complaint and the Ethics Committee will receive 
the report.  Once the Ethics Committee has investigated the complaint, the Chair 
not named will receive a report on any actions taken.  

Whether reported to the Ethics Committee or through the hotline noted above, the 
complainant will be given the opportunity to receive follow-up on their concern 
unless they have chosen to remain anonymous. 

Malicious Allegations may result in disciplinary actions. 

No retribution or retaliation will be taken against any ISOC employee who has filed 
a report based on a good faith belief that a staff member of ISOC has engaged, or is 
about to engage, in criminal conduct or conduct in violation of this Code.  Similarly, 
no retribution or retaliation will be allowed toward any staff member who has 
cooperated with an investigation concerning an actual or potential Code violation. 
Any person who takes (or attempts to take) retaliatory action against a staff 
member who reported an incident shall be subject to appropriate disciplinary 
action, including demotion and termination of employment.   

Section 9.0 Reporting Violations to the Code replaces Internet Society’s 
Whistleblower’s Policy previously in place.
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FAQ’s 

The following list of illustrative examples is being provided to assist staff in order to provide 
guidance on frequently asked questions so they many remain in compliance.  It is imperative 
that if you have questions that you reach out to your manager or Human Resources for 
guidance. 

Example 1:  Tom works in the ISOC office supply procurement Team.  Tom has been charged with 
replacing all ISOC staff work desks with contemporary workstations.  Tom knows the Company’s 
protocol is to place this significant contract out for a bidding process and to select the best vendor 
among three candidate vendors. 

Tom recalls, however, that at a recent conference he met Joe from Galaxy Office Environments.  At a 
happy hour event during the conference, Joe told Tom that he often secures World Cup tickets for 
his better clients.  Tom has been hoping to make it to the upcoming World Cup games as his country 
has qualified and he wants to see them play.  Tom decides he will call Joe and give him some “inside 
information” just to be sure that Galaxy wins the bid. 

a. Tom is not breaching the Code.  World Cup tickets are entertainment and these kinds of 
arrangements are common. 

b. Tom is breaching the Code.  He is not following in good faith the bidding protocol by 
supplying one business partner with additional information.  Tom also has a conflict of 
interest. 

c. It is not clear.  The Code does not expressly address the issue so Tom can probably get away 
with it. 

The correct answer is b because Tom is not following the bidding protocols by keeping all of the 
vendors on the same equal footing in terms of information and therefore the process now lacks 
integrity.  In addition, Tom has a conflict of interest because he is putting his personal interest (of 
going to World Cup) over that of the Company’s (selecting the best vendor). 

Example 2:  Manager Zach works as a real estate broker in his spare time.  He routinely 
communicates with his clients on his personal cell-phone during the day.  At times, he uses ISOC’s fax 
machine and computer to conduct his real estate business but he is careful to do this during his 
lunch break and after business hours.  Has Zach violated the Code?   

a. Yes, Zach is using company assets for a personal business rather than ISOC business. 
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b. No, as long as he continues to use the fax and computer during lunch and after business 
hours. 

c. No, because he once asked his supervisor if he could “quickly use” the fax and computer to 
complete a real estate deal and his boss said he “did not care.” 

The correct answer is a.  The computer and fax are for ISOC business use only.  While incidental use 
of these assets for personal use is acceptable, such assets should not be routinely used for non-ISOC 
business even if such use is approved on a one-time basis.  

Example 3:  Staff member John’s wife Susan recently decided to start a software development 
company.  John is a manager in the finance department and the finance unit has declared the need 
to find a new software vendor to develop financial reporting capability.  John has been given the 
responsibility to find the best vendor for the company.  John knows the usual process is to get 
quotes from several vendors and to retain the vendor that is best for the company.  In this instance, 
however, John believes this is an excellent opportunity to help his wife’s new business venture and, 
because of how well he knows Susan and her talents, he is confident she will do a good job for the 
company.  Has John violated the Code? 

a. No, he has much better knowledge of Susan’s capabilities and her integrity.  Retaining Susan 
is a safe bet for the company. 

b. Yes, John has a conflict of interest and he has not reported this matter to his manager. 

c. Yes, John has failed to follow the protocol for hiring a vendor. 

Answer:  Both b and c are correct.  John should alert his manager or Human Resources to the fact 
that his wife owns a company that may be a possible match for the Company’s need and this will 
provide the Company with the ability to identify another decision maker for the vendor selection 
process.  John’s attempt to take a short cut in the vendor selection process is also a breach of the 
Code given that the process is a Company requirement.   

Example 4: Staff member John owns shares of stock in an IXP Company.  On behalf of ISOC, John 
provides technical and financial support to this IXP Company.  Does John need to report his stock 
ownership?   

a. No, his shares are insignificant compared to the total value of the IXP Company. 

b. Yes, John’s financial interest in the IXP Company could be perceived by a third party to 
jeopardize his objectivity when performing his duties. 
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Answer:  b is correct.  John should alert Human Resources to the fact that he owns stock in a 
company that does business with ISOC.  Human Resources should then determine whether the 
amount of stock is significant or not. 

Example 5:  Stephen enters an elevator with his co-worker Ralph and there are other people in the 
elevator that do not work for ISOC.  As they enter the elevator, Ralph continues discussing the 
details of ISOC’s audited financial data.  What should Stephen do?  

a. Continue discussing the project so as not to be rude to Ralph. 

b. Politely say to Ralph, “Let’s discuss this when we get back to the office.” 

c. Just ignore Ralph and not say anything. 

The correct answer is b.  Stephen’s comment to Ralph will help Ralph remember his duty to keep 
ISOC information confidential. 
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I. General Items

Purpose 

The policies contained here serve as instruments to set security, acceptable and 
reasonable use, privacy, data handling and classification, device management, and 
data retention policies for the Internet Society, and any of its offices, affiliates, 
systems, or applications. The general purpose of this document is to notify users of 
Society systems and data of their responsiblities and these policies. 

Definitions 

For the purposes of these policies, 

Internet Society or ISOC shall include any Department or functional area in the 
Internet Society who utilize systems and computer assets to achieve their day-to-
day and long-term work.  Internet Society will further be referred to as ISOC or 
Society 

Data shall mean individual facts, statistics, or items of information stored 
electronically or physically in computer system storage and/or on paper. 

Systems shall mean any electronic service or device allowing access to any data 
repository including (but not limited to) email, Internet, intranet, files, software, 
printers, databases, and the actual information included on any of the above. 

User shall mean any staff member, contractor, temporary help, consultant, intern or 
person with access to Internet Society systems, regardless of his or her position, 
contractual link, status, relation or location including remote offices, regional offices 
or home-based offices.   

Data Owner – refers to the functional or departmental leader or manager over the 
actual creation, curation and management of a data set, database, or other 
grouping of data. 



 

Computer & Security Policy 
Last Update: 06 Jan 2017 
Authorized: 10, Dec 2014 

 

4 

 
Executive Leadership – Executive Leadership refers to the CEO, CFO and other duly 
assigned officers and executive staff of The Internet Society.  
 
Audience 
 
These policies apply to Internet Society staff and contractors and cover all systems 
owned, leased, rented or contracted by the Internet Society including, but not 
limited to, Internet connections, Wide Area Network connections, email systems, 
intranet systems, computers, printers, file servers, hard drives, software and the 
data on any or all of these Society-owned or contracted assets. 
 
ISOC Property and Security 
 
Electronic communications systems and all messages generated on or handled by 
ISOC owned or contracted systems, including back-up copies, are considered to be 
the property of the Internet Society, and are not the property of users of those 
systems.  In accordance, the Internet Society may take action to prevent possible 
unauthorized activity by temporarily deactivating user accounts and/or systems. 
ISOC may, at its sole discretion, block or inspect inbound or outbound content to 
maintain security, maintain business continuity and insulate itself from liability. 
 
Upon termination of employment with ISOC or retirement of computer equipment, 
all ISOC owned equipment, intellectual property, files, and appropriate system 
access credentials will be returned to ISOC IT for archive or destruction.  This 
includes computer hardware, physical media, electronic files on these devices, 
electronic files stored in ISOC owned or contracted cloud services and any access 
credentials provided by ISOC to any system or service.  
 
No ISOC owned equipment can be given, sold, donated or handed over to a staff 
member, contractor, or other person without appropriate agreement and written 
consent by the Director, Global Information Technology and the Chief Financial 
Officer. 
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Privacy 

All users of Society systems are bound by the intellectual material and confidential 
information policy delineated under separate cover.  The use of Internet Society 
systems must be consistent with this policy and are therefore subject to control of 
ISOC.  ISOC staff can expect that their electronic and other exchanges and records 
will be private except in these particular conditions: 

1. The  CEO and Human Resources determines that there is reason to violate 
that expectation via due process.  Reasons could include investigations of 
possible improper conduct, business continuity or the heath or safety of an 
individual;

2. Accidental exposure during normal troubleshooting, debugging or problem 
solving by the ISOC Information Technology Department;

3. A order from a court of proper jurisdiction 

No guaranteed message privacy and confidentiallity - The Society cannot guarantee 
that electronic communications will be private and confidential. Users should be 
aware that electronic communications could, depending on the technology, be 
forwarded, intercepted, printed, and stored by others. This lack of privacy and 
confidentiallity extends to all messages transmitted through corporate email 
systems, external mail systems, instant messaging systems (both internal and 
external), file storage both on servers and computers, and includes both live and 
deleted data and messages. 

II. Data Tiers / Classification

Data Classification & Handling 

Data classification, in the context of information security, is the classification of 
data based on its tier of sensitivity and the impact to the Society should that data 
be disclosed, altered or destroyed without authorization. The classification of data 
helps determine what baseline security controls are appropriate for safeguarding 
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that data. All organizational data should be classified by the data owner into one of 
three sensitivity levels (tiers): 

Tier-1 - Confidential Data 
Data should be classified and marked as CONFIDENTIAL when the unauthorized 
disclosure, alteration or destruction of that data could cause a significant level of 
risk to the Society, its members, or affiliates. Examples of Confidential data include 
data protected by privacy regulations and data protected by confidentiality 
agreements. The highest level of security controls should be applied. 

Access to Confidential data must be controlled from creation to destruction, and 
will be granted only to those persons affiliated with the Society who require such 
access in order to perform their job (“need-to-know”). Access to Confidential data 
must be individually requested and then authorized by the Data Owner, or member 
of the Executive Leadership who is responsible for the data. 

Tier-1 Confidential data is highly sensitive and may have personal privacy 
considerations, or may be restricted by all applicable law. In addition, the negative 
impact on the Society should this data be incorrect, improperly disclosed, or not 
available when needed is typically very high. Examples of Confidential data include 
individual membership demographic data, staff demographic data, social security 
and credit card numbers, and individuals’ health information. 

Tier-2 - Private Data 
Data should be classified and marked as PRIVATE when the unauthorized disclosure, 
alteration or destruction of that data could result in a moderate level of risk to the 
Society or its membership or affiliates. By default, all information assets that are not 
explicitly classified as Confidential (Tier-1) or Public (Tier-3) data should be treated 
as Private data. A reasonable level of security controls should be applied to Private 
data. 

Access to Private data must be requested from, and authorized by, the Data Owner 
or member of the Executive Leadership who is responsible for the data. Access to 
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Private data may be authorized to groups of persons by their job classification or 
responsibilities (“role-based” access), and may also be limited by one’s department. 

Private Data is moderately sensitive in nature. Often, Private data is used for making 
decisions, and therefore it’s important this information remain timely and accurate. 
The risk for negative impact on the Society should this information not be available 
when needed is typically moderate. Examples of Private data include official Society 
records such as financial reports, position papers in development, some research 
data, and budget information. 

Tier-3 - Public Data 
Data should be classified and marked as PUBLIC when the unauthorized disclosure, 
alteration or destruction of that data would result in little or no risk to the Society, 
its membership and affiliates. While little or no controls are required to protect the 
confidentiality of Public data, some level of control is required to prevent 
unauthorized modification or destruction of Public data. 

Public data is not considered sensitive; therefore, it may be granted to any 
requester or published with no restrictions. The integrity of Public data should be 
protected. The appropriate Data Owner must authorize replication or copying of the 
data through appropriate copyright and licensing terms. The impact on the Society 
should Public data not be available is typically low, (inconvenient but not 
debilitating). Examples of Public data include directory information, blogs, news 
releases, published bugetary information and research publications. 

III. Data Security Policy

1. All users are responsible for protecting Society Tier-1 and Tier-2 information that
they use in any form from unauthorized access and use.

2. All access to and use of Society Tier-1 and Tier-2 data is solely for the business,
operational and strategic use of the Society. Use of Tier-1 and Tier-2 data outside
of this framework requires approval by the Executive Management of the
Society.



Computer & Security Policy 
Last Update: 06 Jan 2017 
Authorized: 10, Dec 2014 

8 

3. All persons creating or accessing Society Tier-1 and Tier-2 data must be trained
in identifying, tagging and protecting such information.

4. All users of Society Tier-1 and Tier-2 data resources must be accurately and
individually identified by the Data Owner.

5. Society Tier-1 and Tier-2 data must be protected on any user computer or
portable device whether device is owned or not owned by the Society.

6. All servers or services storing Society Tier-1 and Tier-2 data must be protected
against improper access.

7. All servers and locations where Tier-1 information is stored must be accurately
identified and physically secure.

8. All Electronic (including that stored on servers, workstations, memory sticks,
external drives and transmission by email or email attachments) and physical
records, including paper prints, containing Society Tier-1 and Tier-2 data must be
appropriately protected when transported or transmitted.

9. Software must be kept up to date on all computers and devices that process or
store Society Tier-1 and Tier-2 data.

10. There must be a mechanism to limit the number of unsuccessful attempts to log
into an application or server that processes or stores Society Tier-1 and Tier-2
data.

11. Electronic and physical records containing Society Tier-1 and Tier-2 data must be
properly disposed of so that the information cannot be retrieved or reassembled
when no longer needed or required to be kept.

12. Society must conduct appropriate due diligence to ensure that third parties that
store or have access to Society Tier-1 and Tier-2 data are capable of properly
protecting the information and must require such third parties to protect the
information.

13. Any actual or suspected loss, theft, or improper use of or access to, Society Tier-
1 and Tier-2 data must be reported as soon as possible to the Director, Global
Information Technology.
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IV. User Device and Device Management Policy

Scope: All user devices (including desktops, laptops and mobile devices such as 
smartphones and tablets as well as any externally attached digital storage such as 
memory sticks and external drives), both Society- and user-owned, which could be 
used to access or store Society information. 

Audience: Owners of user devices and those assisting in the management of such 
devices. 

All user devices must be configured for secure operation.  Such a configuration must 
meet the following requirements: 

1. The device must be configured to limit access to the specific person or persons
authorized to use the device.

2. The information stored on the device must be protected against access if the
device is lost or stolen.

3. Operating system and application patches must be applied promptly.
4. Client applications on the device which might be used to access or transfer

confidential information must be configured to protect their communications.
5. The information stored on the device must be protected against access when

the device is disposed of.
6. Any actual or suspected loss, theft, or improper use of a device storing

confidential information must be reported promptly.

To this end, the following actions must be taken on all devices that store Society 
information, including any devices not owned by the Society: 

1. All laptop or workstation computers shall:
a. have the primary storage medium encrypted with approved algorithms
b. have Operating System firewalls turned on
c. have appropriate malware / virus protection software installed,

configured and updated regularly
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d. have a screen saver and a login / wake-up password set to lock the 
computer when not in use 

e. have a “locate lost device” application or service installed and enabled so 
that the device can be remotely found, or caused to destroy all data 

f. be configured to backup Society files and other data to the Society’s 
secured and encrypted server or service of choice, and utilize this 
functionality at all times. 

g. use encrypted disks for local backups, when utilized 
2. All mobile devices (tables, mobile phones, etc) shall: 

a. be configured with a password or passcode to enable use 
b. be configured to lock after an appropriate amount of time 
c. be configured to destroy the contents after 10 failed access attempts 
d. have a “locate lost device” application or service installed and enabled so 

that the device can be remotely found, or caused to destroy all data. 
e. be configured to encrypt data stored on its storage devices and any 

backup of the device to also be encrypted 
 

V. Information Security / Data Handling 
 
1. Users’ passwords and other access credentials must never be shared. 
2. All passwords and other access credentials must be protected.  All users are 

responsible for protecting their Society passwords and other access credentials 
from unauthorized use. 

3. Users must utilize different passwords for Society systems and data than they 
utilize for their personal data and system accounts. 

4. Society systems enforce length and complexity standards.  Passwords used on 
other systems should be of sufficient length and complexity to reasonably 
protect them from being guessed by humans or computers. (see our Advisory on 
passwords) 

5. Passwords must be changed immediately if there is suspicion of compromise. 
6. Tier-1 and Tier-2 information must only be accessed for authorized purposes. 
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7. Tier-1 and Tier-2 information must only be shared with those authorized to
receive it.

8. All devices (including desktops, laptops and mobile devices such as
smartphones and tablets) storing or processing Tier-1 and Tier-2 information
must meet Society device protection requirements (See User Device / Device
Management Policy)

9. Information designated Tier-1 must not be stored on user devices, including
portable devices.

10. Information designated Tier-2 must not be stored on user devices, including
portable devices, unless the device is encrypted.

11. Information designated Tier-1 may only be used, stored or processed on servers
or services (such as file sharing or collaboration services, cloud-based email
services, cloud-based backup and recovery services, etc.) that meet appropriate
Society data protection requirements.

12. Tier-1 and Tier-2 information in any form must be appropriately protected and
appropriately disposed of.

13. Any actual or suspected loss, theft, or improper use of or access to Tier-1
information must be reported promptly.

14. All users of Tier-1 and Tier-2 Information must both acknowledge this Policy and
related procedures in a confidentiality agreement and be appropriately trained
at least annually.

VI. Security Policy for all ISOC Servers / Services

Data Classification Tiers: 1-2 

1. Information Technology (IT) must be able to identify a responsible party, known
as the business application owner, for each application on any server in the
private cloud and the data classification tier of the information that the
application stores and processes.

2. Servers and applications that manage their own passwords must force the
setting of a complex password.  This must meet the following requirements:
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a. No common names or dictionary words
b. At least 3 of:

i. Uppercase letter
ii. Lowercase letter
iii. Number
iv. Special character

c. Any of one these three length and additional requirements:
i. 10 characters minimum
ii. 8 characters minimum and annual password reset/expiration
iii. 8 characters minimum and a second authentication factor

3. The integrity, confidentiality, and authenticity of communications between
servers and client machines must be protected.

4. The integrity, confidentiality, and authenticity of communications between
servers must be protected.

5. Default passwords must be changed and generic accounts must be disabled or
removed before the server is put into use.

6. Users must only be permitted to access a server or application after their current
business need for access has been established and documented.

7. Systems that manage user passwords must be designed in such a way that the
passwords are not retrievable by administrators.

8. Operating system and application patches must be current.
9. Servers must be running applicable malware detection software with up-to-date

signature files.
10. IT must not knowingly permit shared user account credentials.
11. A process or mechanism must exist to ensure that user account passwords are

changed at least annually unless multiple factors are used for authentication.
12. Servers storing or processing information belonging to more than one

classification must meet the requirements associated with the highest
classification.

13. Password Guidelines and Recommendations:
 A user’s password should conform to this standard:
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 at least eight characters in length
 Must contain at least one number
 Should NOT include the user’s logon username
 Can NOT be blank
 Users should change their password to systems on occasion.  A

recommendation is to change passwords at least once a year and should
follow these recommendations:
 Do not use the same password as the last one
 Do not share your password with anyone else
 Do not write your password on a piece of paper unless it is stored in a

locked, safe location

VII. Cash and Payment Card Industry (PCI) Data Policy

The Internet Society maintains a Cash and Payment Card Industry Data Policy to 
govern the appropriate handling of credit card / debit card and other monetary 
data in accordance with regulations and best practices. The Policy is reviewed 
periodically for adherence to regulations and Society needs.  To facilitate 
appropriate changes as necessary, the Cash and Payment Card Industry Data Policy 
is published and provided under separate cover titled “Internet Society Cash and 
Payment Card Industry (PCI) Data Policy”.  It is referenced here as part of the 
Computer and Security Policy as an integral piece of the Society’s data handling and 
protection initiatives. 

VIII. Acceptable Computer Use

Acceptable Uses: 

1. Internet Society electronic systems should be used only for Society activities.
General requirements for acceptable use of the Society systems are based on
the following principles:
 Each User is expected to behave responsibly with respect to the Society

computer systems and other Users at all times.
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 Each User is expected to respect the integrity and the security of the Society
Systems.

 Each User is expected to behave in a manner consistent with Society’s
mission and comply with all applicable laws, regulations, and Society policies.

 Each User is expected to be considerate of the needs of other Users by
making every reasonable effort not to impede the ability of others to use the
Society Computer systems.

 Each User is expected to respect the rights and property of others, including
privacy, confidentiality and intellectual property.

 Each User is expected to cooperate with the Society to investigate potential
unauthorized and/or illegal use of the Society systems.

 Each User is expected to respect the security and integrity of Society
computer systems and data.

2. Reasonable personal use is permissible so long as:
 It does not consume more than a trivial amount of resources
 It does not interfere with staff productivity
 It does not preempt any business activity



Staff Travel Expense Policy 
Revised 2018-22-10 

Approved: 2017-04-18-Final 

Page 1 of 5 

1.0 Introduction 
2.0 Core Principles  
3.0 Specifics 
4.0 Travel Relief Fares 

5.0 Allowances for Air-Travel Relief and Expenses Fare 

1 .0 Introduction 

The Internet Society (Society or Organization) is a global non-profit organization with a 
mission of enhancing the Internet for Everyone, Everywhere. Our primary source of funding 
comes directly from users of the Internet. It is the responsibility of Staff who travel on 
behalf of the Internet Society to view the money needed for expenditures while traveling 
as precious, limited resources. To that end, the Internet Society has created this policy 
governing spending and reimbursement related to Travel and Entertainment expenses (T&E 
expenses).  

To ensure all expenditures for business travel are made only for reasonable and necessary 
expenses incurred in pursuing the Organization’s planned business objectives, this policy 
and guidance is put forth for all Staff, which is defined as all Society employees, whether 
full-time or part-time, contractors, consultants, advisors, temporary help and interns. This 
Policy may be amended at any time by the Organization. 

2.0 Core Principles 
The core principles of traveling for Internet Society business includes: 

1. Choices made for expenditure should be done to provide the utmost safety to our
staff.

2. Maintaining our fiduciary and social responsibility to the users of the Internet who
fund our work.

3. Expenses should be reasonable and appropriate for a global Non-Profit organization
and should not embarrass the Organization in appearance or in fact.

4. Expenditures should not contradict or violate any of the Organization’s other
policies or mission/value statements; including our Code of Ethics and Business
Conduct and the Way of Working Standards.

5. Expenses should have a clear business purpose and be directly related to the goals
or operating the business of our Organization.

Staff Travel Expense Policy
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6. Expenses incurred for a business purpose should not be driven by personal
enrichment (monetarily, loyalty points, etc.), either in appearance or in fact.

7. All expenditures must be within the Internet Society budget.
8. Expenditures must comply with all applicable laws.

Internet Society will provide payment and reimbursement of Staff expenses according to 
this policy for appropriate and necessary out-of-pocket business expenses incurred in direct 
connection with Organization travel. Staff should exercise their best good judgment that 
supports the Organization’s objectives and this policy. It is not the intention of the 
Organization to enrich any staff member through travel related expenses, nor is it intended 
to put a burden on a staff member when traveling. If there is any doubt in whether an 
expense purchase should be made, contact your manager or Executive Team member and 
ask before making the purchase. 

3.0 Specif ics  
Specifics: 

A. Seek and obtain documented approval for your travel from your budgetary manager /
executive.

B. Reasonable expenses for meals are allowed. Reasonable expenses for
alcoholic beverages, prudent in both quality and quantity, are allowed during meals,
subject to social, cultural and religious customs. Such expenses should adhere to Core
Principle #3.

C. Exercise sound judgment when evaluating any expense category not specifically
addressed in this document. When in doubt, ask your manager or Exec Team Member.

D. Primarily, utilize coach and economy fares for air travel. Business or first class is allowed
on long-distance trains or ferries.

E. If your travel is over four (4) hours one way, utilize economy plus or enhanced economy
seating if available.

F. If your travel is over nine (9) hours in one leg, or 12 hours total one way, work with your
budget manager / Executive to discuss, document and seek approval for the use of
Travel Relief Fares (noted below).

G. Submit expense reports in a timely manner after your travel, but no later than 30 days
after the travel.

H. If you have any questions or need clarification, please seek the answers before making
an expenditure.
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I. Utilize this policy for all travel and entertainment expenditures, including gatherings, 
socials, meetings with people outside of ISOC staff, receptions and events (i.e. Staff 
Meetings, Kick-Offs or Retreats, ISOC@ICANN, ISOC@IETF, hosted gatherings at non-
ISOC events and the like).

J. Rationalize the impact of the travel on the goals of the organization based on the 
expense to the Organization, the impact on your personal health and safety, and the 
time devoted to the travel. If you cannot rationalize the trip or expenditures, please 
reconsider the request to go or spend that money.

K. In your expense reports, provide all applicable information in the memo field, including 
what the expenditure is for and who attended as well as attaching a copy of 
the approval for the overall trip / expenditure.

L. If renting a car outside of the United States, Loss Damage Waiver (LDW) and Collision 
Damage Waiver (CDW) should be accepted. If in the US, decline the coverages as we 
are covered by a corporate policy through Federal Insurance Company (policy no. 7356-

66-01).
M. Business travel (not commuting to and from an ISOC office) using your personal vehicle 

will be reimbursed at the prevailing rate per mile in your country of residence 
(Please check with Finance for the current rate). Charges for bridges, highway tolls, 
ferries, parking, etc., incurred when using a personal car for business purposes 
may be expensed/reimbursed as well. Expense reports should include dates and 
purpose of travel, locations traveled to and from, and mileage.

N. While traveling, Internet Society will reimburse for calls itemized by the staffer 
and submitted with a copy of the mobile phone bill.

O. Internet Society will reimburse staffers for a reasonable mobile data plan for use while 
traveling outside of their home country.

P. Reasonable Internet connectivity while traveling on ISOC business may be expensed, 
including in hotels, on aircraft or in airports.

Q. Enjoy the company of your colleagues when opportunity presents, but alcohol 
expenses outside of meals (see point B above) are not reimbursable, including mini-bar 
charges, pre- and post-meal gatherings and other non-meal instances outside of those 
defined in point I above.

R. Airline club memberships and lounge usage are not reimbursable.
S. Staff members may not voluntarily get “bumped” from a flight for cash or cash 

equivalent incentives.

T. In-room movies are not reimbursable and should not be expensed to ISOC.
U. Laundry and dry cleaning are reimbursable, if the Staffer has been traveling on Internet 

Society business for longer than six (6) consecutive nights.
V. Most senior staff member should pick up the check. 
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4.0 Travel  Rel ief  Fares 
In additional to the core principles of this Travel and Expense Policy, our Relief Travel Fare 
Policy principles include: 

1. Provide relief for staff members traveling frequently and extensively, within the
provisions of ISOC’s current staff Travel Policy.

2. Executive Management Team may approve relief travel arrangements of staff members
who travel frequently or for lengthy periods on behalf of ISOC.

3. A “relief fare” specifically means the purchase of a business (or higher than enhanced
economy) class fare for staff transportation (including airline, rail, ferry, etc.)

The budget manager/executive will be conservative in approving relief fares and take into 
account overall travel patterns and other ways to start working rested at destination and 
return. The budget manager/executive over your budget may decline to approve relief fare 
requests at their discretion.   

5.0 Allowances for  Air-Travel  and Expense Fares 
Time and Distance – Under normal circumstances, the time dedicated to a single trip or 
the amount of travel in a given period should be used to determine the applicability of 
additional travel allowances. As a standard guideline for seeking approval of Relief Travel 
Fare Allowances, the traveler’s schedule should meet at least two of these three criteria: 

1. The travel schedule includes a single flight taking more than 9 hours or a total one-way
trip duration of more than 12 hours from the traveler’s home port or another business
location.

2. The ISOC Staff Member is required to substantively represent ISOC on the day of arrival.
3. The traveler has a combined travel schedule spanning more than eight (8) days,

incorporating one or more business agendas.

Any expenditure under the Relief Travel Fare policy must have prior written approval, 
including costs and reasoning, by the Executive Team Member over the traveler’s 
department. This approval must be attached to the expenditure when submitted through 
Nexonia. 

Methods of Upgrade – There are several methods to obtain air travel upgrades to 
accomplish relief when traveling with the goal to minimize impact on ISOC’s budget:  
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• Primary and Preferred Methodology: Purchase of an upgradable economy fare and use
traveler miles to seek an upgrade to business class seat. In this case, ISOC will pay for
the upgradable economy fare and/or co-pays.

• Secondary and Method of Last Resort: Purchase of a business class fare. ISOC will pay
for Business Class Fares when there is no verified opportunity to purchase an
upgradeable fare and utilize miles. This method needs approval by the Executive Team
member over the budget of the traveler BEFORE purchase.

Early Arrival Hotel Relief – For a staff member traveling overnight, arriving before normal 
hotel check-in time, and required to substantively represent ISOC on the day of arrival, 
guaranteed early hotel check-in arrangements (which generally results in an extra night’s 
charge) may be allowed.  

Broad Attendance Staff Travel – For major event(s) where broad staff attendance is 
necessary, ISOC may suspend application of these relief travel allowances at the discretion 
of the CEO and/or Executive Team.  

The Chief Executive Officer may suspend use of the Travel Relief Fare and Expenses policy 
at any time. Also, based on budgetary availability in individual department or programme 
budgets, Executive Team Members may also suspend use of this policy in their team, 
programme or project travel based on the core principle above that the expenditure must 
be within approved budget. 

Your budget manager / executive and the Finance Department has the right to review and 
decline reimbursement or approval of payment for individual expenses in the event the 
expenses are not compliant with this Policy.  

The CEO and the Executives of the Organization may suspend any or all aspects of this 
policy as may be necessary for reasons at their discretion, including (but not limited to) 
budgetary, safety, or compliance concerns. 
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ISOC Frequent Traveler Guidelines 
Revised 1 July 2014 

ISOC Frequent Traveler Guidelines
The following guidelines are intended to provide relief for staff members 
traveling frequently and extensively, within the provisions of ISOC’s current staff 
Travel Policy. The Travel Policy allows for use of enhanced travel arrangements 
(including upgradeable airfare and occasional business class airfare). 
These guidelines provide general guidance under which members of the 
Executive Management Team may approve alternative travel arrangements to 
recognize the personal commitments of staff members who travel frequently or 
for lengthy periods on behalf of ISOC. Such travel must be within the approved 
budget and within the current Travel Policy for staff. 

Members of the Executive Management Team may make decisions based on their 
departmental and individual staff travel plans. Although it is left to the Executive 
Manager to ensure budget compliance, ISOC’s Chief Executive Officer and Chief 
Financial Officer will periodically review the overall financial impact of travel 
arrangements allowed under these Travel Relief Guidelines. 

Principle – Cost Containment 
Costs incurred under these Guidelines must fall within ISOC’s operating budget. 
Therefore, members of the Executive Management Team should incorporate 
standards in coverage and other elements to work within the current Budget. 
These elements may include selective application of these Guidelines, advanced 
travel planning, per-trip cost limits, and limits on the number of trips per 
individual staff member. 

Principle – Effectiveness of the Traveler 
Where possible, effectiveness of staff members upon arrival should be taken into 
consideration and balanced with the cost of allowances granted for alternative 
travel arrangements. Allowances for the comfort of the ISOC traveler recognize 
the personal time dedicated to business travel, as ISOC staff often travel great 
distances, arrive after overnight flights, and begin work upon arrival. 

1
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Guidelines for Allowances 
Time and Distance – Under normal circumstances, the time dedicated to a single 
trip or the amount of travel in a given period should be used to determine the 
applicability of additional travel allowances. To be used as a guideline by the 
approving budget- responsible Executive Manager, the traveler’s schedule 
ordinarily should meet one of two criteria (in addition to the general 
reasonableness of the cost of the allowed form of travel). 

� The travel schedule includes a single flight typically taking more than 10 
hours or a total typical trip duration of more than 15 hours from the 
traveler’s home port or another business location, or 

� The traveler has a combined travel schedule spanning more than one 
calendar week incorporating one or more business agendas. 

Saturday Stay/Advanced Purchase – For cost purposes, a Saturday overnight stay 
and/or advanced purchase may be necessary to secure a reasonable upgradable 
or business class fare. ISOC encourages use of such cost saving steps when 
making all travel arrangements. ISOC will pay for additional night stays for the 
comfort of the traveler and for airfare savings. 

Cost – The “Principle of Cost Containment” has to be balanced with the “Principle 
of Effectiveness of the Traveler”. Allowances granted by the Executive Manager 
should observe that balance. The parameter for “cost-effectiveness” should be on 
a case-by- case basis based on the itinerary, destination, and travel frequency 
required of the staff member. 

Numbers of Travel Allowances over the Period – Allowances are meant to afford 
a measure of comfort for the frequent traveler. The number of travel allowances 
for an individual staff member should take into account the frequency and 
duration of travel by the individual over a fiscal year. 

Selective Staff Travel – For major event(s) where broad staff attendance is 
necessary, ISOC may suspend application of these travel allowances. 

2
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Methods of Upgrade – There are several methods to obtain air travel upgrades, 
with the goal to balance the impact on ISOC’s budget: 

� Purchase of a REASONABLE upgradable fare and use personal traveler 
miles to seek an upgrade to business class status. In this case, ISOC will pay 
for the upgradable fare and/or co-pays. 

� Purchase of an “Economy Plus” fare upgrade (if added fare is REASONABLE 
and the status of the traveler does not already provide this benefit). 

� Purchase of a REASONABLE business class fare. 

Travelers are encouraged to use upgradable fares and personal miles in lieu of 
business class airfare when business class fares are not reasonably priced. 

Early Arrival Hotel Relief – For a staff member traveling overnight, arriving before 
hotel check-in time, and required to substantively represent ISOC on the day of 
arrival, guaranteed early hotel check-in arrangements (which generally results in 
an extra night’s charge) may be approved. In this allowance, the Executive 
Manager should weigh the time of arrival, the possibility of early check-in without 
guarantee, and the time of the scheduled participation in a business event. 

Travel by Train – Travel by train or other public transportation systems is usually 
less expensive than travel by air. The ISOC Travel Policy allows for first class train 
travel, if reasonable fares are available. 

Reporting of Allowances – To allow review of the application of these guidelines 
for effectiveness and consistency, travel allowances will be indicated in the travel 
reporting system (Nexonia) as “Air Travel Relief Fares” instead of “Airfare”. 

These guidelines are intended to provide a measure of reasonable relief for 
frequent travelers, and to be applied with the judgment of each member of the 
Executive Management Team. However, the Chief Executive Officer may suspend 
use of these guidelines at any time. 
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Relief Time Practice 
Updated December 2012 

Relief Time Practice 

ISOC is a global company, at times requiring travel and programme activities 
across time zones and cultures. 

In addition, weekend travel is often necessary, and programmes away from 
your home country may occur over a holiday in your home country. The level 
of such activities depends on the particular duties of the position. 

Such activities are not subject to compensation for salaried and professional 
staff. However, ISOC allows for you to take personal time off when working 
over those periods. 

Hourly employees in the U.S. are not eligible for relief time and will be paid 
overtime based on the regulations in the Fair Labor Standards Act (FLSA). 

Relief time should be tracked between the employee and their manager and 
relief days should be noted as ‘Relief Time’ under the ‘Time Type’ section in 
Nexonia with a comment noting the substitute weekend/travel date worked. 

Pre-approved Relief Time may be used up to 10 business days prior to or up to 
45 days after travel that will occur during a weekend. All requests for usage of 
relief time must be approved and coordinated with your manager to find time 
that does not impact your further work responsibilities. 

It will not always work that you can take one-for-one time off. Relief time 
should not be taken for elective or occasional work, or time spent on a working 
day beyond normal working hours. Relief time cannot be banked nor carried 
over from one year to the next. 

If you have any questions, contact Human Resources. 



Motor Vehicle Safety Policy Effective 
September 16, 2016 

Motor Vehicle Safety Policy 

The Internet Society (ISOC) is committed to establishing and following practices that 
ensure the safety and well-being of all ISOC staff members.  In keeping with that 
philosophy, we are instituting a distraction-free driving policy to promote safe driving 
habits. 

The use of cell phones (including hands-free devices) and personal electronic devices 
(PEDs) while operating a motor vehicle poses a danger to the safety of staff members and 
others. To reduce the risk of injury and death while operating a motor vehicle, the Internet 
Society prohibits its staff members from using cell phones, including hands-free devices, 
and PEDs when staff members are operating: 

• a motor vehicle that is leased or supplied by the Internet Society, regardless of whether
the staff member is on duty or off-duty.

• his or her own vehicle and using a cell phone or PED that is provided by the Internet
Society or for which ISOC reimburses the staff member, regardless of whether the staff
member is on duty or off-duty.

• his or her own vehicle and using his or her own cell phone or PED to conduct Internet
Society business, regardless of whether the staff member is on duty or off-duty.

This prohibition includes receiving or placing phone calls, text messaging, accessing the 
Internet, responding to e-mails, checking for phone messages or any other use while 
while the vehicle is in motion. Staff members who need to use the cell phone or PED 
while on the road must first park the vehicle in a safe location. The Internet Society 
will not accept liability for any accident, injury, or other incident as a result of 
violation of this policy. 



16 April 2012 1	

Internet Society Workplace Policies and Guidelines

The Internet Society is committed to fostering open and inclusive workplaces, based on 
recognized workplace principles where all staff members are valued. We strive to ensure 
transparency and respect for the contributions of our globally diverse personnel.   

These policies and guidelines are dynamic and may be changed from time to time. 
They are not meant to be exhaustive in nature, as the Internet Society looks to its 
managers to use judgment and all staff to work within the customs of their place of 
work. As a member of the global community, the Internet Society abides by the work rules 
of the local host country. 

Please find below and attached information regarding currently established workplace 
policies and guidelines.  Should you have any questions, contact either your manager or 
Human Resources for clarification.  

Topics Covered 

1. Attendance Policy
2. Business Travel and Reimbursement Policy
3. Career Development
4. Conflict of Interest
5. Discrimination
6. Diversity
7. Dress Code
8. Staff Behavior
9. Hours of Operation
10.  Slack
11.  Performance Evaluations
12.  .       Safety 
13. Security
14. Sick Time
15. Vacation Time
16. Time off Philosophy

Attendance Policy 
Many staff members work in Internet Society offices provided to allow for team 
collaboration and joint use of facilities and services. Many other staff members are allowed 
to permanently work from their place of residence. Staff members are responsible 
during normal office hours, to be in their regular place of work (office or residence) unless 
they are on travel.  Other temporary work arrangements for personal reasons may be 
requested of one’s manager, but permission to do so is up to the judgment of and 
written authorization from that manager. Human Resources should be consulted 
when applicable. It is the staff member’s 

Workplace Policies & Guidelines 
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responsibility to make sure they have a quiet, uninterrupted work environment with 
Internet and telephone resources in order to be appropriately productive.  

Occasionally, working from residences may be required by those staff members who 
normally work from an Internet Society office due to circumstances beyond our 
control (e.g., loss of Internet connectivity in the office or inclement weather). In those 
cases, consult with your manager.  

Business Travel and Reimbursement Policy
The Internet Society Business and Travel Reimbursement Policy defines standards for 
travel and for the reporting and approval of travel expenses incurred on Internet 
Society business. From time to time, the Internet Society provides guidelines for 
Frequent Travelers. You are able to find the current Internet Society Business Travel and 
Expense Policy, Frequent Traveler Relief Guidelines and Relief Time Practice in 
BambooHR. 
Work travel plans should be pre-approved by your manager. It is suggested that all staff 
provide travel plans to your manager at least quarterly and sufficiently in advance to 
make reasonable and affordable travel arrangements.  

Career Development 
The Internet Society supports career development and encourages staff members, in 
coordination with their manager, to establish at least one professional 
development goal annually.  If a staff member wishes to take a course or seminar that 
would contribute to his/her job performance and as established in the staff member’s 
professional development goals, the staff member should submit a request for 
approval to his/her manager to demonstrate how the course is related to the 
professional development goal established.  These courses should be local whenever 
possible.  

Conflicts of Interest
The Internet Society expects each staff member to avoid any conflict or 
appearance of conflict between their personal interests and the interest of the 
organization in dealing with vendors, customers, members and other organizations or 
individuals seeking to do business with ISOC.  As a staff member, you are 
expected to act at all times in the Internet Society’s best interest and to exercise sound 
judgment unclouded by personal interests or divided loyalties.  

Discrimination 
The Internet Society values all staff members and the contributions they make and 
continues to be committed to equal opportunity and intolerance of discrimination.  We 
are dedicated to maintaining workplaces that are free from discrimination or physical 
or verbal harassment on the basis of race, sex, color, nation or social origin, religion, 
age, disability, sexual orientation, political opinion or any other status protected by 
applicable law.  The basis for recruitment, hiring, training, compensation and 
advancement within the organization is qualifications, performance, skills and 
experience. 

Workplace Policies & Guidelines
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Diversity 
We strive to ensure transparency and fair treatment to our globally diverse staff 
members.  We endeavor to create an environment that provides all our staff 
members with equal access to information, development and opportunity.  By 
building an inclusive environment, we seek to leverage our global team, which is rich 
in diversity of location, cultural backgrounds, talents and ideas.   

Dress Code
The Internet Society recognizes that dress is a matter of personal taste. While ISOC 
does not have a formal dress code, it would best be described as “business casual”. 
When attending or representing ISOC at meetings or events, staff should dress to the 
appropriate standard dictated by the occasion and its conventions for professional 
attire. It is important that staff adheres to acceptable attire and good grooming, 
particularly when representing ISOC externally. 

Staff Behavior
All staff should realize that they are representatives of The Internet Society, and 
as such, interaction with fellow staff members, vendors, members and other 
persons while working, reflects upon the quality and integrity of the organization. 
Personal attributes such as appearance, behavior, habits and communication skills play 
a major role in projecting the Internet Society’s image.  Responsible staff 
members also recognize the importance of respectful and ethical behavior in the 
workplace.   The Internet Society expects all staff will conduct themselves in a 
professional manner, which represents ISOC well.  

Hours of Operation 
The Internet Society is a global organization and as such has operations, which 
cover many time zones.  Please work with your manager to establish your agreed 
upon hours of work. 

Slack
All staff members should be signed in to Slack during working hours, 
whether working from an office or a residence or an alternative work location.  
This is an important communications tool for the organization, and is not an 
optional tool. To assist others in understanding availability, the customized status 

settings within Slack are recommended.   

Performance Evaluations 
The Internet Society has a review date of December 31st for all staff thus 
ensuring that everyone is reviewed on a common date and based on fiscal year 
performance.  The review conducted at year-end is based on the evaluation of core 
competencies and performance against established goals. 

Workplace Policies & Guidelines
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Safety 

We are committed to providing all personnel with a safe and healthy work 
environment. We are dedicated to maintaining productive workspaces by 
minimizing the risk of accidents, injury and exposure to health risks. Those 
working from their place of residence are responsible for the safety of that work 
environment. Any concerns about safety (whether in the office or residence) 
should be brought to the attention of BOTH your manager and Human Resources so they 
may be addressed. 

Security 
The Internet Society is committed to maintaining workplaces that are free from 
violence, harassment, intimidation and other unsafe or disruptive conditions. 
Security safeguards are provided as needed and will be maintained with respect for 
staff member privacy and dignity. 

Illness and Sick/Medical Leave Time
The Internet Society provides benefits to staff members for short-term and extended 
illnesses. The purpose of these benefits is to allow the staff member to rest and 
recuperate. 
Staff members who are unable to report to work due to illness or injury should notify 
their manager as soon as practically possible; but in no event later than one (1) hour 
after you are due to begin your workday.  The manager must also be contacted on 
each additional day of absence unless a doctor’s certificate clearly states the staff 
member needs to be inactive for an established period of time. The manager may 
request a doctor’s note if the illness is extended. If you have received a doctor’s 
certificate stating that you are not able to work, please send a copy to both your 
manager and Human Resources.

As the purpose of benefits for illness is to allow the staff member to rest and 
recuperate, unless otherwise approved by your manager, working during sick leave is at 
the option of the staff member, and with the approval of the manager. Working 
during an extended medical leave is especially discouraged for the health of the staff 
member. It is suggested that during periods of temporary illness (less than one work 
week), staff members who may be contagious should not come into the office but 
should remain at home. In this case, the manager still needs to be notified on a daily 
basis, and with the staff member may make determination as to the work that can be 
performed, if any, during this period. 

Vacation Time 
Staff is encouraged to use available vacation time for rest, relaxation and personal 
pursuits. Vacation time is upon request and subject to the operational 
requirements of the Internet Society. Requests should be made at least 30 days in 
advance, if possible. This allows your manager to arrange coverage of your 
responsibilities as necessary while maintaining efficient operations within the 
department. As ISOC is a relatively small and globally distributed organization, 
vacations should be no longer than two consecutive weeks unless specifically 

Workplace Policies & Guidelines



16 April 2012 5
Workplace Policies & Guidelines

approved for extended leave. While staff on vacation leave are encouraged to fully 
utilize this time as personal time, where possible, arrangements should be made for 
allowing for contact in case of matters of urgency in the workplace.  
Reminders of expected absences should be sent to key contacts prior to leaving on 
vacation and email accounts should have an auto-reply message posted sharing 
your out of office information. 

Time Off Philosophy
When a staff member is on scheduled vacation or it is after traditional hours and on 
weekends, employees are encouraged to seek the right life-work balance that works 
for them and their personal situations. This topic should be explicitly 
discussed with managers to ensure there are back up plans and resources to meet 
commitments.  These plans should also be communicated with other teams and 
constituencies as appropriate.  There may also be some instances 
where individuals may need to be on standby or available on traditional 
off-hours.  Managers should work with their teams to communicate this as far in 
advance as possible so team members can make any necessary arrangements.
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Variable Compensation Plan 

Effective January 1, 2010 

Internet Society 
Variable Compensation Plan (VCP) 

 
o 1.0 Summary of the Plan 

o 2.0 Eligibility 

o 3.0 Variable Compensation Determinants 

o 4.0 Variable Compensation Targets 

o 5.0 Plan Administration 
 

 
1.1. Variable Compensation is considered an important part of total compensation 

for all eligible members of the Internet Society (ISOC) team (the Participants). 

 
1.2. The purpose of the ISOC Variable Compensation Plan (the Plan) is to 

motivate, reward, and retain high performing staff members who contribute to 

the goals and objectives of the organization. Variable Compensation is 

considered a part of the total compensation for each eligible staff member, 

and affords eligible staff the opportunity to be recognized for their 

contributions to ISOC. 

 
1.3. The Plan is separate and distinct from the annual performance appraisal 

process, even though both may be conducted at the same time. 

 

1.4. A performance appraisal assesses the staff member’s individual performance 

relative to meeting requirements for overall job performance, and serves to 

set future base compensation levels. 

 

1.5. Evaluations under the Variable Compensation Plan assess the Participant’s 

contribution to the overall organizational performance, its success in 

achieving results, and the Participant’s role in that success. The Variable 

Compensation evaluation may result in a current monetary recognition based 

on both ISOC’s success and the individual Participant’s contributions. 

 

1.6. A Plan Year is from January 1 to December 31. At the beginning of each Plan 

Year, ISOC will establish its annual Strategic Objectives, revenue targets, 

and other key operational goals for the organization. In addition, during the 

Plan Year individual performance goals may be established for eligible 

Participants in the Plan. 
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Variable Compensation Plan 

Effective January 1, 2010 

1.7. At the conclusion of the Plan Year, the achievement level of the organization 

toward its goals and objectives will be evaluated. Together with the 

achievement level of the Participant, the actual amount of the Variable 

Compensation award for each Participant will be determined. 

 

 
 
2.1 The Variable Compensation Plan is meant to provide staff members the 

opportunity to participate and be recognized for their individual contributions 

to ISOC’s mission and its objectives. Eligible Participants include: 
 

▪ Permanent full-time staff; 

▪ Permanent part-time staff who work a regular schedule of at least twenty 

(20) hours per week 

 
2.2 A Participant must have been actively engaged with ISOC as of the first day 

of the last quarter of the Plan Year. A Participant who is otherwise eligible for 

the Variable Compensation Plan consideration but who has been engaged by 

the organization for less than the 12-month evaluation period will be 

considered for a prorated Variable Compensation award. 

 

2.3 Participants must be actively engaged on the date the awards are paid in order 

to receive a Variable Compensation award, which generally occurs after the 

end of the Plan Year. Participation in the Plan terminates on the date of 

termination of the staff with the organization, whether voluntary or involuntary.  

 

ISOC will have no retroactive obligation under the Variable Compensation 

Plan should the relationship terminate prior to the date Variable Compensation 

is awarded. Awards to staff on leave of absence at the end of the Plan Year 

will be at the discretion of the Plan Administrator, and no incentive 

compensation will be payable for those months during which a Participant was 

on leave. 

 

2.4 Inclusion in this plan does not constitute a guarantee of employment, 

continuance of a contractual relationship, or specific earnings or future 

earnings. Participants will be nominated to the Plan annually and participation 

in one year does not automatically guarantee additional grants from the Plan 

in subsequent years. 
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Variable Compensation Plan 

Effective January 1, 2010 

 

 
3.1 At the end of each Plan Year, the general level of award for all Participants 

under the Variable Compensation Plan will depend first on the Internet 

Society’s corporate performance for the Plan Year, as determined by the Plan 

Administrator. This determination is not an individual assessment, but allows 

for the overall assessment of the appropriateness of this form of achievement 

recognition for the organization as a whole in any Plan Year. 

 
3.2 Subject to the corporate determinant, the individual award level under the 

Variable Compensation Plan is dependent upon determinant factors as set 

annually, and approved by the Plan Administrator in consultation with ISOC’s 

Executive Staff. 

 

4.1 Each Plan Year, a Variable Compensation Target will be established for each 

Plan Participant. The Target is expressed as a percent of the Participant’s 

base compensation level at the end of the Plan Year. 

 

4.2 Individual Targets will be established by the Plan Administrator, in consultation 

with each Participant’s direct or indirect manager. 

 

 
5.1 The Variable Compensation Plan itself will be administered by the Chief 

Executive Officer, who will act as Plan Administrator and will determine the 

general corporate award level, the annual Variable Compensation Targets, 

and Participant eligibility. The Plan Administrator, assisted by the Chief 

Financial Officer, will oversee the final determination of Variable 

Compensation awards. 

 
5.2 The Participant’s direct manager will be responsible for: 
 

▪ Recommending eligible staff for inclusion in the Variable Compensation 

Plan; 

▪ Reviewing individual performances for each Plan Year; and 
▪ Recommending individual Variable Compensation award amounts. 
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Variable Compensation Plan 

Effective January 1, 2010 

 
5.3 ISOC reserves the right to discontinue or amend this plan at any time without 

advance notice to or consultation with the Plan Participants. The Plan 

Administrator, in their sole discretion, will resolve disputes over interpretation 

of this Plan. Except as agreed to in writing and approved by the Chief 

Executive Officer, no variations or modifications may be made to this Plan. 

 
5.4 ISOC reserves all rights pertaining to the assignment of work, accounts or 

areas of responsibility. ISOC reserves the right to withhold or prorate incentive 

payments under this plan in individual cases in the event that performance 

criteria are not met. ISOC retains the right not to grant compensation awards 

in any Plan Year that ISOC has not met its overall objectives, including failure 

to operate within its annual budget. 

 
5.5 Nothing in this document is meant to create a contract for employment for any 

specific period of time. Staff may terminate the employment relationship at any 

time with or without cause. 

 
5.6 This Variable Compensation Plan is effective January 1, 2010. 

 
5.7 When staff cash awards are made, payroll deductions apply, including 

applicable tax and social cost withholdings. 



- Internet Society Computer and Securi ty Pol icy

-Internet Society Cash and Payment Card Industry (PCI) Data Pol icy
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-Variable Compensation Plan

I understand that i t  is my responsibi l i ty to review and become famil iar with the requirements 

contained therein. I  further understand that fai lure to comply with these requirements could result 

in termination of my employment with Internet Society.

Staff Name: ____________________________________

Staff Signature:_________________________________  Date:__________________

Acknowledgment and Receipt of ISOC Polices and Guidelines 

I _________________________, certify that I have read and received the Internet Society Staff Code of Ethics and 

Business Conduct Policy. I understand that I have a continuing obligation to adhere to the expectations of the 

Internet Society and will conduct my business and professional affairs in an ethical manner. I recognize that failure 

to comply with the provisions of the Code and uphold the Internet Society’s ethical principles may subject me to 

disciplinary action, up to and including termination of my employment. I will report any Conflicts of Interest that arise 

during my tenure with Internet Society and submit a Conflict of Interest statement once a year if required. As a staff 

member of the Internet Society, I will conduct myself with integrity and with the highest of standards. I agree to 

comply with and enforce the Code of Ethics in its entirety, at all times.

I hereby acknowledge that I have read and received a copy of the fo l lowing:
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